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[bookmark: _Toc74151436]5.22	Use Case for supporting external services behind eRG in CPN
[bookmark: _Toc525307385][bookmark: _Toc74151437]5.22.1	Description
According to 3GPP TS 22.101 [11] clause 26a, the 3GPP system can support an operator to act as identity provider and enable auto-log-in and single-sign-on to operator and non-operator services. This use case is extended from the use case 5.2, Identity provisioning to external services, in 3GPP TR 22.904 [10] which considers the applications are hosted in the cloud.
In support of external services provided behind an eRG in CPN, this use case describes the enhancement of functionalities and provides the potential service requirements in addition to those described in [11]. 
[bookmark: _Toc525307386][bookmark: _Toc74151438]5.22.2	Pre-conditions
Dora is a subscriber of network operator Cannon-Beach where she has a user account and subscriptions for her UE and the eRG in the CPN. Based on the subscriptions for the eRG, operator Cannon-Beach enables a strong user authentication mechanism at the 5G system to ensure that the users accessing to the eRG in the CPN are authenticated and authorized. 
Dora installs a local cloud with the application platform on a device connected to the eRG in the CPN in her home. The local cloud provides storage services for files, video, and photo album, etc. Dora configures applications/services information and registers to these applications with her user account of the network operator Cannon-Beach for the local cloud storage services hosted on the device behind the eRG in the CPN, by which each application/service is associated to a User Identity and corresponding User Profiles. 
When enabling these applications/services in her user account, these services/applications can use strong user authentication from the 5G system to the applications running on the device behind the eRG in the CPN. As such, auto-log-in and single-sign-on is enabled for the applications.
[bookmark: _Toc525307387][bookmark: _Toc74151439]5.22.3	Service Flows
Step1: Dora logged in her user account using her UE and her User Identity has been authenticated over the 5G system using a strong authentication mechanism for the connection to the eRG. 
Step2: Dora opens a book on the bookshelf application hosted by the local cloud on the device behind the eRG for which the bookshelf application has been configured to require strong user authentication by the 5G system. 
Step3: The bookshelf application accepts her request to access without further needs for Dora to provide additional credentials for the application. Since her UE has been authenticated by the 5G system and she has already been authenticated for the connection to the eRG, there is a high level of confidence regarding her identity. This level of confidence is increased based on Dora’s location and the elapse time from the last authentication of her identity. 
Step4: In the meantime, the application client of photo album on her UE automatically synchronize her photos to the photo album application on the local cloud in the CPN. Since Dora also enabled the strong user authentication by the 5G system for this photo album application, her UE can automatically sign in and upload the photos to the photo album application on the local cloud. 
Step5: The 5G system may request her strong re-authentication so as to ensure that she is still the actual authorized user behind the UE, which is achieved by having Dora re-authenticated by operator Cannon-Beach, e.g. over the biotech sensors (e.g. for face, fingerprint, voice) of the UE.
[bookmark: _Toc74151440]5.22.4	Post-conditions
Because of operator’s supports for non-operator services on the local cloud in the CPN and the support of strong user authentication by the 5G system, Dora is worries free to install more applications hosted by the local cloud on the devices connected to the eRG in the CPN in her home. 
[bookmark: _Toc74151441]5.22.5	Existing features partly or fully covering the use case functionality
The following service requirement in 3GPP TS 22.101 [11] clause 26a provide the principle for user centric identifiers and authentication and authorization by the 3GPP system:
The 3GPP System shall support operators to act as User Identity provider and to authenticate users for accessing operator and non-operator deployed (i.e. external non-3GPP) services.
[bookmark: _Toc45387135][bookmark: _Toc59114154][bookmark: _Toc68283946]26a.2.1	User Identifiers and user authentication
The 3GPP system shall be able to assess the level of confidence in the User Identity by taking into account information regarding the used mechanism for obtaining that User Identity (e.g. algorithms, key-length, time since last authentication), information from the network (e.g. UE or device in use, access technology, location).
[bookmark: _Toc45387139][bookmark: _Toc59114158][bookmark: _Toc68283950]26a.2.5	Privacy requirements
The 3GPP system shall protect the privacy of the user by transferring to a service only User Identity information that is necessary to provide the service and for which the user has consented to when registering for the service. 
The use case considers that the external services are provided as a local cloud application platform behind an eRG in CPN and proposes to enable 5G system support for identity provisioning to external services behind eRG in CPN.
[bookmark: _Toc525307388][bookmark: _Toc74151442]5.22.6	Potential Requirements
Editor’s Note: In the following requirements, it needs to be clarified the relationship between CPN authorization and User Identity authentication.
[PR 5.22.6-001] The 5G system should support "User Identity" requirements (as defined in 3GPP TS 22.101 [11] clause 26.a) for a user (human) using a CPN authorized UE to access external non-3GPP applications/services hosted in a CPN (behind a eRG).
[PR 5.22.6-002] The 5G system shall support to allow a CPN authorized UE or non-3GPP device accessing to a CPN based on successful User Identity authentication.

